


• LDP mentioned in this course refers to that defined in RFC 3036 for the first time. This 
protocol has been replaced by RFC 5036.

• Other label distribution protocols include MP-BGP and RSVP.











• This course takes the device-based label space as an example.



• LDP messages are classified into four types by function: discovery, session, 
advertisement, and notification.

▫ Discovery messages: announce and maintain the presence of LSRs on a network. 
Hello messages belong to this category.

▫ Session messages: establish, maintain, and terminate sessions between LDP peers. 
Initialization and KeepAlive messages belong to this category.

▫ Advertisement messages: generate, change, and delete label mappings for FECs.

▫ Notification messages: provide advisory information and signal error information.

• LDP messages are carried over UDP or TCP, with the port number being 646. Discovery 
messages, which are used to discover peers, are carried over UDP. Other LDP messages 

must be transmitted in a reliable and ordered manner. Therefore, LDP uses TCP to 
establish sessions. Session, advertisement, and notification messages are transmitted 

over TCP.



• An LDP header is 10 bytes long. It consists of three parts: Version, PDU Length, and 
LDP Identifier.

▫ The Version field occupies 2 bytes. It indicates the LDP version number. The current 
version number is 1.

▫ The PDU Length field occupies 2 bytes. It indicates the packet length in bytes, 
excluding the Version and PDU Length fields.

▫ The LDP Identifier field (that is, LDP ID) occupies 6 bytes. The first 4 bytes uniquely 
identify an LSR, and the last 2 bytes identify the label space of the LSR.

• An LDP message consists of five parts.

▫ The U field occupies 1 bit, which is an unknown message. When an LSR receives an 
unknown message, the LSR returns a notification message to the message 
originator if the U field is 0, but ignores the message and does not respond with a 
notification message if the U field is 1.

▫ Message Length occupies 2 bytes. It indicates the total length of Message ID, 
Mandatory Parameters, and Optional Parameters, in bytes.

▫ Message ID occupies 32 bits. It identifies a message. 

▫ Each of the Mandatory Parameters and Optional Parameters fields has a variable 
length. 

▫ Message Type indicates a specific message type. Currently, common messages 
defined by LDP include Notification, Hello, Initialization, KeepAlive, Address, Address 
Withdraw, Label Mapping, Label Request, Label Abort Request, Label Withdraw, 
and Label Release.





• The LDP session negotiation process can be described through the state machine. As 
shown in the figure, there are five states. They are Non-Existent, Initialized, OpenRec, 
OpenSent, and Operational.
▫ Non-Existent: It is the initial state of an LDP session. In this state, both LSRs send 

Hello messages to elect the active LSR. After a TCP connection establishment 
success event is received, the state changes to Initialized.

▫ Initialized: In this state, the active LSR sends an Initialization message to the passive 
LSR, sets the session state to OpenSent, and waits for an Initialization message. The 
passive LSR waits for the Initialization message sent by the active LSR. If the 
parameters in the received Initialization message are accepted, the passive LSR 
sends Initialization and KeepAlive messages, and sets the session state to OpenRec. 
When the active and passive LSRs receive any non-initialization message or the 
waiting period times out, both of them set the session state to Non-Existent.

▫ OpenSent: It is a state after the active LSR sends an Initialization message. In the 
OpenSent state, the active LSR waits for the passive LSR to respond to the 
Initialization and KeepAlive messages. If the parameters in the received 
Initialization message are accepted, the active LSR sets the session state to 
OpenRec. However, if the parameters are not accepted or the Initialization message 
times out, the active LSR tears down the TCP connection and sets the session state 
to Non-Existent.

▫ OpenRec: In this state, both the active and passive LSRs wait for a KeepAlive 
message from the peer end after they send KeepAlive messages. An LSR sets the 
session state to Operational state after receiving a KeepAlive message, but sets the 
session state to Non-Existent if a non-KeepAlive message is received or the 
KeepAlive message times out.



• In addition to the basic discovery mechanism, the extended discovery mechanism is 
supported, which can be used to discover indirectly connected remote adjacencies. For 

details, see RFC 5036.

• LDP transport addresses are used to establish TCP connections with peers.

▫ Before establishing an LDP session, two LSRs need to establish a TCP connection to 
exchange LDP packets.

▫ A transport address of an LSR is contained in LDP Hello messages, through which 
an LSR can learn the transport addresses of its peers.

▫ After two LSRs discover each other and learn each other's transport address 
through Hello messages, the LSRs attempt to perform the TCP three-way 

handshake (based on the transport addresses), and exchange LDP Initialization 
messages, Label Mapping messages, and so on. All these messages use the 

transport addresses of the two ends as source and destination IP addresses.

▫ An LSR must have a route to the transport address of its peer.

▫ By default, the transport address for a device on a public network is the LSR ID of 
the device, and the transport address for a device on a private network is the 

primary IP address of an interface on the device. 

▫ The mpls ldp transport-address command can be run in the interface view to 

change a transport address.







• LDP session states: 

▫ NonExistent: initial state of an LDP session. In this state, the two ends send Hello 

messages to each other. After the TCP connection establishment success event is 
triggered, the session enters the Initialized state. 

▫ Initialized: The LDP session is being initialized. 

▫ OpenSent: The active LSR sends an Initialization message to the passive LSR and 

waits for a reply. 

▫ Open Recv: LDP peers at both ends of the LDP session wait for a KeepAlive 
message from each other after the session enters the initialization state. If they 
receive each other's KeepAlive message, the LDP session enters the Operational 

state. 

▫ Operational: The LDP session is established successfully.









• Label assignment: An LSR assigns a label from the local label space and binds it with a 
FEC.

• Label distribution: An LSR notifies the upstream LSR of the binding between labels and 
FECs.

• When the DU label advertisement mode is used, an LSR can assign labels to all its 
peers by default. Specifically, each LSR can distribute label mappings to all its peers, 

regardless of whether the LSR is an upstream or a downstream one. If an LSR 
distributes labels only to upstream peers, it must identify its upstream and 

downstream nodes based on routing information before sending Label Mapping 
messages. An upstream node cannot send Label Mapping messages to its downstream 

node.



• An LSR advertises label mappings to an upstream peer only after receiving Label 
Request messages from the upstream peer.



• The label distribution control mode works with the label advertisement mode:

▫ If the network shown in the figure uses the DU label advertisement mode, R2 and 
R3 can actively notify the upstream LSR of the label binding for the FEC 

192.168.4.0/24 even if the upstream LSR does not send Label Request messages and 
R2 and R3 do not receive label binding information from the downstream LSR.

▫ If the network uses the DoD label advertisement mode, R2 and R3 can notify the 

upstream LSR of the label binding for the FEC 192.168.4.0/24 given that R2 and R3 
have received Label Request messages from the upstream LSR, regardless of 

whether R2 and R3 have received label binding information from the downstream 
LSR.



• In ordered label distribution control mode, an LSR can send a Label Mapping message 
to its upstream node only when the LSR receives Label Mapping messages of a FEC 

from the downstream of the FEC or when the LSR is the egress of an LSP.

▫ If the network shown in the figure uses the DU label advertisement mode, an LSR 
sends the label binding information of the FEC 192.168.4.0/24 to its upstream node 

only after the LSR receives the label binding information of the FEC from its 
downstream node, even if the upstream node has sent Label Request messages. 

Therefore, the initiator for LSP establishment must be an egress LSR (R4 in this 
example).

▫ If the network uses the DoD label advertisement mode, an LSR advertises the label 
binding information of the FEC 192.168.4.0/24 to the upstream node only after the 

LSR receives Label Request messages from the upstream node as well as the label 
binding information of the FEC from the downstream node. Therefore, a Label 

Request message can be initiated by the ingress LSR (R1) only. After a Label 
Request is sent hop by hop to the egress LSR (R4), R4 advertises a Label Mapping 

message to the upstream LSR to establish an LSP.



• If MPLS is deployed on an IP network, an LSR uses the IP routing table to determine 
whether a label mapping is received from the next hop.

• In liberal mode, a new LSP can be quickly established when routes change, because all 

received labels are retained, which is the biggest advantage of this mode. The 
disadvantage is that unnecessary label mappings are distributed and maintained.

▫ In DU label advertisement mode, if the liberal label retention mode is used, R3 
retains the labels of the FEC 192.168.1.0/24 sent by all LDP peers (R2 and R5 in this 

example), regardless of whether R2 and R5 are the next hops of the routes to 
192.168.1.0/24 in the IP routing table.

▫ In DoD label advertisement mode, if the liberal label retention mode is used, an 

LSR requests labels from all LDP peers. However, the DoD label advertisement 
mode is generally used together with the conservative label retention mode.



• The advantage of the conservative mode is that only the labels that will be used to 
forward data are retained and maintained, thereby saving the label space.

▫ In DU label advertisement mode, an LSR may receive Label Mapping messages for 
the same network segment (FEC) from multiple LDP peers. As shown in the figure, 

R3 receives Label Mapping messages for the network segment 192.168.1.0/24 from 
both R2 and R5. If the conservative label retention mode is used, R3 retains only 

the label sent by the next hop R2 and discards the label sent by the non-next hop 
R5.

▫ In DoD label advertisement mode, an LSR uses routing information to determine its 
next hop and requests labels only from the next hop.

• If the next hop of a FEC changes, either of the following situations occurs:

▫ In liberal label retention mode, the LSR can use an existing label advertised by a 

non-next hop LSR to quickly establish an LSP. The liberal mode requires more 
memory and label space.

▫ In conservative label retention mode, the LSR retains the labels advertised by the 
next hop only. This mode saves memory and label space but consumes more time 

to reestablish the LSP.

▫ An LSR that has a limited label space usually uses the conservative mode and DoD 

mode.



• During label advertisement, R3 is the egress of the FEC 192.168.3.0/24. During label 
distribution, R3 assigns label 3 to the FEC and advertises the label binding information 
to R2.

• During data forwarding, R2, as the penultimate hop to 192.168.3.0, finds that the 
outgoing label value is 3. Then, R2 removes the label header and forwards the IP 

packet to R3. R3 only needs to query the FIB once to obtain the corresponding 
forwarding information, improving the forwarding efficiency.





• Run the label advertise { explicit-null | implicit-null | non-null } command in the 
MPLS view to configure the label to be assigned to the penultimate hop.

• You can specify one of the following parameters:

▫ implicit-null: is the default value. If this parameter is set, an egress assigns an 

implicit null label with the value of 3 to the penultimate hop.

▫ explicit-null: If this parameter is set, an egress assigns an explicit null label with 

the value of 0 to the penultimate hop. The explicit-null parameter can be set if 
MPLS QoS attributes need to be used.

▫ non-null: If this parameter is set, an egress assigns a common label with a value 
greater than or equal to 16 to the penultimate hop.





• Currently, Huawei devices use the DU + Ordered + Liberal modes by default.

• For a packet that enters the MPLS domain from R1 and is destined for 192.168.4.0/24, 

R1 is the ingress LSR, and R4 is the egress LSR.



• Note: By default, 32-bit host IP routes are used to trigger LSP establishment. You can 
manually trigger the establishment of an LSP with non-32-bit host IP routes.





• Note: If R2 fails, OSPF routes re-converge. The next hop of the route 192.168.4.0/24 in 
the routing table of R1 is switched to R3. In this case, R1 uses the label advertised by 
R3 for 192.168.4.0/24.



• When R1 receives an IP packet destined for 192.168.4.1, it searches the FIB for a 

forwarding entry matching the destination IP address of the packet, and finds that the 

tunnel ID in the matching entry is not 0. As such, R1 continues to search for an NHLFE 

matching the tunnel ID, pushes a label to the IP packet, and forwards the packet. The 

outbound interface is GE 0/0/0, the next hop is R2, and the outgoing label is 1021. 

Therefore, R1 adds a label header to the packet and forwards the packet.



• When R2 receives a packet with label 1021, it searches for a matching ILM entry and 

an NHLFE matching the ILM entry. Then, R2 changes the label of the packet to 1041 

and forwards the packet through the matching outbound interface.



• When R4 receives a packet with label 1041, it searches for a matching ILM entry and 

finds that the operation type is pop. R4 then performs a pop operation to remove the 

outer label from the packet. The packet then becomes a standard IP packet, and 

therefore R4 performs the standard IP forwarding on the packet.

• When R4 forwards the packet, it searches the LFIB and FIB. How can the forwarding 

efficiency be improved on the egress LSR (R4)?









• BGP routes can also be used to trigger LDP LSP establishment. This trigger policy is not 
covered in this course.
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